HOW TO COLLABORATE WITH LAWYERS & OTHER
PARTNERS ON DATA USE AGREEMENTS

An Introduction for Public Health Program Managers
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LEGAL TECHNICAL ASSISTANCE

Legal Research

Policy Development, Implementation, Defense

Publications

Trainings

Direct Representation

Lobby
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DISCLAIMER

The Public Health Law Center provides information and technical assistance on issues
related to public health. The Center provides educational information and does not lobby,
nor does it provide legal representation or advice. The contents of this webinar should
not be considered legal advice or a substitute for obtaining legal advice from an attorney
who can represent you. If you have specific legal questions, we recommend that you
consult with an attorney familiar with the laws of your jurisdiction.
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COLLABORATION WITH THE COUNCIL OF STATE AND
TERRITORIAL EPIDEMIOLOGISTS (CSTE)

PUBLIC HEALTH

LAW CENTER

at Mitchell Hamline School of Law

STE

‘ w COUNCIL OF STATE AND
TERRITORIAL EPIDEMIOLOGISTS

©
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LAW CENTER
at Mitchell Hamline School of Law

Providing legal and policy research
Developing resources

Conducting trainings

Conducting an assessment of barriers to
data sharing

Preparing resource repository

Sharing resources with their members



TODAY’S AGENDA

©

Recurrent themes in public health data sharing
Overview of relevant laws

Case study: North Carolina DHHS data framework
Additional tips and resources

Q&A
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“What are the pain points when it comes to

public health data sharing?”
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PAIN POINT THEMES:

1. Too many layers of internal review and approval
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PAIN POINT THEMES:

1. Too many layers of internal review and approval

2. Legal review slows things down, whether the agreement involves the health
department only or the health department and other parties
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PAIN POINT THEMES:
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PAIN POINT THEMES:

1. Too many layers of internal review and approval

2. Legal review slows things down, whether the agreement involves the health
department only or the health department and other parties

3. Legal and leadership may not understand public health data sharing generally
4. Public health staff do not always understand the reasons for and scope of DUAs
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POLL: WHICH OF THESE IS YOUR BIGGEST ISSUE?

« Too many layers of internal review and approval

* Legal review is very slow

» Legal and leadership do not understand public health data sharing
« PH staff do not understand the reasons for and scope of DUAs

* Other (Please put the issue in the chat)

PUBLIC HEALTH
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ELEMENTS OF DATA GOVERNANCE
WHAT IS IT?

 "Isit Legal?"
* Legalis one piece of the puzzle

- “Data governance is the people, policies, and
procedures that support how data are used
and protected.” (AISP resource)

PUBLIC HEALTH
LAW CENTER
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https://aisp.upenn.edu/wp-content/uploads/2022/06/AISP_Finding-A-Way-Forward_Final_6.16.2022.pdf

ELEMENTS OF DATA GOVERNANCE
WHAT IS IT?

Involves multiple parties and/or roles

Multidisciplinary team

PUBLIC HEALTH

aaaaaaaaa

Data owner
Data stewards

Data custodian

Attorney

Privacy Officer

Security Officer

Other
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WHAT ARE ATTORNEYS LOOKING AT WHEN THEY
REVIEW DATA USE AGREEMENTS?

Relevant state and federal laws
How those laws apply to your use case
Assess risk of potential legal issues

Ensure that project complies with relevant law

PUBLIC HEALTH
LAW CENTER
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ADDITIONAL CONSIDERATIONS

« Support data use that leads to
community health benefits

» Help agency staff understand
the law
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LEGAL FRAMEWORK FOR PuUBLIC HEALTH
DATA SHARING

PUBLIC HEALTH
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THE LAW

« What laws apply?
HIPAA

42 CFR 2
Common Rule

State privacy laws

PUBLIC HEALTH
LAW CENTER 6/18/2025 22
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THE LAW: HEALTH INSURANCE PORTABILITY &
ACCOUNTABILITY ACT (HIPAA)

* Created national standards for
electronic health care transactions
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THE LAW: HEALTH INSURANCE PORTABILITY &
ACCOUNTABILITY ACT (HIPAA)

* Created national standards for
electronic health care transactions

 Incorporated privacy and security
protections applicable to protected
health information (PHI)
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THE LAW: HEALTH INSURANCE PORTABILITY &
ACCOUNTABILITY ACT (HIPAA)

* Created national standards for
electronic health care transactions

 Incorporated privacy and security
protections applicable to protected
health information (PHI)

* Applies to "covered entities"
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THE LAW: HEALTH INSURANCE PORTABILITY &
ACCOUNTABILITY ACT (HIPAA)

 Created national standards for
electronic health care transactions

 Incorporated privacy and security
protections applicable to protected
health information (PHI)

* Applies to "covered entities"

« Covered entities may designate
themselves as hybrid entities
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THE LAW: A BASIC HIPAA ANALYSIS

—

Does HIPAA apply to your
program area?

PUBLIC HEALTH
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THE LAW: A BASIC HIPAA ANALYSIS

If HIPAA does apply, then...

Is deidentified information sufficient?
= |s a limited data set sufficient?
= Does an exception apply?

= |s authorization required for the use or disclosure?

@ A A e 6/18/2025 28



THE LAW: HIPAA’S PUBLIC HEALTH EXCEPTION

« Allows a covered entity to use or
disclose PHI to a public health
authority

* Minimum necessary rule

« Covered entity may rely on PHA's
assessment of minimum necessary

PUBLIC HEALTH
LAW CENTER
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THE LAW: HIPAA’S PUBLIC HEALTH EXCEPTION

Public Health Authority

An agency or authority of the
US, a State, political subdivision
of a State, or an Indian Tribe
that is responsible for public
health matters as part of its
official mandate.

PUBLIC HEALTH
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THE LAW: HIPAA’S PUBLIC HEALTH EXCEPTION

Minimum Necessary

Applies to uses and disclosures of PHI
for PH purposes

Allows a covered entity to rely on the PH
authority’s requested disclosure as
minimum necessary

PUBLIC HEALTH
LAW CENTER 6/18/2025 31
at Mitchell Hamline School of Law



THE LAW: HIPAA’S PREEMPTION STANDARD

What law applies?

General rule: HIPAA controls
over contrary state law

PUBLIC HEALTH
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EXCEPTIONS TO HIPAA’S PREEMPTION STANDARD

If state law provides
for reporting of

If state law provides
greater privacy

certain public health-
related information

protections, state
law controls

PUBLIC HEALTH
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THE LAW: 42 CFR PART 2

 Protects confidentiality substance use disorder (SUD) records
» But only for Part 2 Programs

» "The reqgulations in this part . . . are intended to ensure a patient
receiving treatment for [SUD] . . . is not made more vulnerable
by reason of the availability of their record than an individual with
a [SUD] who does not seek treatment." 42 CFR 2.2(b)(2).

PUBLIC HEALTH
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THE LAW: 42 CFR PART 2 FINAL RULE

* Allows single consent for future treatment, payment and healthcare operations
(TPO) uses and disclosures

« Broadens description of recipient in Part 2 consent
« Better aligns elements of consent and notice of privacy practices with HIPAA
« Deidentified data may be shared with public health authorities

« Adopts HIPAA's breach naotification rule

@ PUBLIC HEALTH Resource: Summary of 42 CFR Part 2 Final Rule

LAW CENTER 6/18/2025 35
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https://www.networkforphl.org/wp-content/uploads/2024/03/Summary-of-42-CFR-Part-2-Confidentiality-of-Substance-Use-Disorder-Patient-Records-Final-Rule.pdf

THE COMMON RULE

A federal law that provides
protections for human research
subjects.

PUBLIC HEALTH
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EXAMPLE: PH SURVEILLANCE VS. RESEARCH

Research Public Health Surveillance

NIH funds a study aimed at NIH funds the collection of data by
addressing the magnitude of a University Pl to assess the
tobacco use among families with prevalence of tobacco use among
small children in rural communities, families with small children in rural
but the University Principal communities. The purpose of the

Investigator (PIl) collects additional  study is to identify the magnitude of
iInformation regarding health status  tobacco use among this population
to study the impact of secondhand and assist NIH in developing
smoke in children. proper control measures.

@ PUBLIC HEALTH Source: https://irb.ucsf.edu/public-health-surveillance-vs-research
LAW CENTER 37



https://irb.ucsf.edu/public-health-surveillance-vs-research
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https://irb.ucsf.edu/public-health-surveillance-vs-research

STATE PRIVACY LAWS

Protect certain types of information:

« HIV
* Immunization Registry
Information

« Communicable Disease
 Behavioral health

PUBLIC HEALTH
LAW CENTER
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POLL: HOW FAMILIAR ARE YOU WITH THE LAWS

IN YOUR JURISDICTION THAT GOVERN DATA
SHARING?

* Very familiar
« Somewhat familiar
* Not very familiar

 These issues are completely new to me

PUBLIC HEALTH
LAW CENTER
at Mitchell Hamline School of Law
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CASE STUDY:!

NORTH CAROLINA DEPARTMENT OF HEALTH
AND HUMAN SERVICES DATA FRAMEWORK

PUBLIC HEALTH
LAYW CENTER 6/18/2025 41
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THE DATA FRAMEWORK

» Established the NCDHHS Data Office in
2019 to drive Department-wide cultural
transformation in data collection,
governance, and use

e Data as strategic business asset

e Data strategy and roadmap based on 5 data
pillars

* Vision executed in partnership with
technology, legal, privacy/security, Division,
and Program teams

8, NG DEPARTMENT OF
| HEALTH AND
sssssssssssss

St

DATA
INFRASTRUCTURE

NCDHHS Y

Data GOVERNANCE
Framework

el

DATA USE DATA QUALITY
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DATA GOVERNANCE - KEY EFFORTS

Data Stewardship Data Sharing

DHHS Data Gov. Organization Data Sharing Guidebook
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Data Stewards

Community

Metadata & Data Classification

Data Asset Inventory

Data Standards

Demographic Data Standards

Data Sharing Guidebook

Legal Framework
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https://www.ncdhhs.gov/ncdhhs-data-sharing-guidebook/open

DATA SHARING - DATA SHARING GUIDEBOOK (DSGB)

5
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NC DEPA ENT OF
HEALTH AND HUMAN SERVICES

Data Sharing Guidebook

May 2023

INDEX

Why a Guidebook for Data Sharing?

Data Access and Use Across NCDHHS
How to Use This Guidebook
Data Use Priorities

Pathways for Requesting Data Access and Use
Requesting Data from a NCDHHS Division or Office
Purpose of Request Determines the Data Request Pathway
Operational Data Request Flow
Think Through the Data You Are Requesting
Requested Data Output

Data Request Processes

Know your role
Data Owner (or Designee), the data decision maker
Data Steward, the data expert
Data Custodian, the data handler

How You Support Data Access and Use

NCDHHS Data Asset Inventory

Legal Considerations
Legal Framework
Think Through the Impact of Federal Laws on Data Sharing
Relevant State Rules & Regulations

Considerations for Permitting Data Access and Use
Prioritization of Data Requests
Data De-identification
Data Transfer
Data Storage

Data Access and Use FAQs

Terms

Appendix
Appendix A: Questions to Guide Data Request Pathways

Appendix B. NCDHHS Terms and Conditions of Data Access and Use

Appendix C. NCDHHS Confidentiality Agreement
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Data Sharing Guidebook

How to use the DSGB:

 To understand the basics of how
DHHS does data sharing

 To understand different roles in the
data request process

* To understand steps to follow to
request or share data from multiple
pathways (e.g., operational vs.
research request) and angles (e.g.,
multiple Divisions, single Division,
etc.)

« Specific data sharing topics — data
deidentification, data transfer, data
storage


https://www.ncdhhs.gov/ncdhhs-data-sharing-guidebook/open

DATA SHARING - LEGAL FRAMEWORK

Division/

Analyst Office

L Intra-
Division/ departmental

Office | MOuU

Division/
Office

% NC DEPARTMENT OF
| HEALTH AND
UMAN SERVICES

FOUNDATIONAL LEGAL AGREEMENTS

LEGAL DOCUMENT

Intradepartmental
MOU

Overarching process
and guiding
principles document
signed by all
Divisions / Offices

Data Sharing
Agreement

Division / Office

Specific

Data Use Agreement

Data Request Specific

PURPOSE

The IMOU documents the purpose and
governance process. The IMOU will be
signed by all data partners as they enter
the collaboration. The IMOU references
the data sharing agreements, data use
agreements, policies, and procedures for
data access and use (e.g., NCDHHS Data
Sharing Guidebook).

The DSA includes the specific terms and
conditions that govern how division- and
office-specific data are transferred,
stored, and managed when shared and
integrated across the Department. The
DSA references and reinforces the IMOU
and the DUA. This document is specific to
Division and Office held data.

Legal counsel determines if a DUA is
needed for a specific request. The DUA
outlines the role and responsibilities of
the data recipient. If applicable, this
docurment is attached to the Data Reguest
Form, which includes relevant fields,
depending on the request, including:
purpose, data fields, anonymization
procedures, dissemination plan, and
timeline of project completion. A DUA
must be executed prior to data access.

Drafted by Data Office,
reviewed by legal counsel,
signed by Executive
Leadship and updated
through the NCOHHS Data
Governance Council as
needed.

Drafted by Data Office and
Division/Office specific
legal counsel. Reviewed
and updated annually, or
as agreed upon.

Data request is identified
by type and reviewed
appropriately based upon
the type of request. Legal
counsel determines if a
DUA is applicable. If yes
and request is approved, a
DUA is executed.

SIGNATORY

All Division and Office
Directors and
Secretary’s Office are
parties to 1 agreement

1 DSA per
Division/Office

Signed by Division and
Office Director, the
Data Office, and
Information Technology
Division

DUAs are used as
needed for use cases
not covered by DSAS.

Signed by Data
Recipient and Data
Owners (if applicable)



Data Request Process for Requestors

Request Data
Destruction
«Clarify eDetermine *ADUA sFollow eFollow *Follow data
purpose, type of many need analytic dissemination management
use, and request & to be signed plan plan (may expectations
minimal role of before *Support include (including data
data requestor access is metadata external review destruction
needed «Complete grﬂﬂtEd. documentat prior to gUidE"ﬂEﬂ
eDetermine and submit «If approved, ion release)
analytic request receive
plan form access
\ 7 \ J \ J \ J . S \ J

Data Request Process for Receiving and Processing a Request

Data Office Reviews Data Steward and Legal Fulfill request Ensure data use

Request reviews request stipulations have been met

% NC DEPARTMENT OF
| HEALT

=Data Office reviews, Is
request legal (according
to DSA), ethical, a good
idea?

#If yes, how will request
be fulfilled?

=What are data sources
for requested data
elements?

H AND
UMAN SERVICES

= If applicable, using
ServiceNow and/or
email, start review and
approval process with
Data Steward

» Consult with Legal
Counsel to determine
legal framework

+ Consult with Data
Owner

#Fulfill request based
upon requested data
output

*Before request is
fulfilled, ensure legal
agreements are in place

=If applicable, determine
appropriate de-ID
procedures are
followed

=If applicable, confer
with PSO for secure
transfer

If applicable:

sAnnual update reports

*Review findings/report
prior to public
dissemination

«Contact
communications

+Ensure data has been
destroyed
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IMPACT TO NCDHHS

v'Fostered a positive data culture by:
 Building trust in and access to our key data assets
« Encouraging collaboration across NCDHHS programs and strategic partners
» Promoting a data-centric mindset across our organization

v'Clarified roles, responsibilities, processes, and policies to enable more
streamlined and efficient data sharing

v'Provided a robust data support foundation to strengthen data partnerships,
manage technical implementation activities, improve coordination, and expand
data capacity

v'Enabled mission-critical key initiatives that improved service delivery and
outcomes, while maintaining and strengthening privacy safeguards and legal
requirements

3 ‘ B NC DEPARTMENT OF
; \ HEALTH AND
/J HUMAMN SERVICES



ROLE OF LEGAL COUNSEL IN DATA REQUESTS

v' Researching, monitoring, advising on, and supporting implementation of
changes in the law that impact data access and use

v Drafting and maintaining template agreements
v' Reviewing and negotiating agreements
v' Reviewing data requests to determine what is permitted in specific use cases

v Supporting privacy and security officers in assessing risks and responding to
security incidents and breaches

How can you help your legal counsel?
 Engage early
 Be prepared, transparent, and responsive

 Assume good intent

48




DATA REQUESTS - TIPS

Become familiar with the legal frameworks that apply.

Connect with data owners and stewards to understand what is available and feasible
and understand the limitations of the data.

Reach out to legal counsel early, with plenty of time for legal review and to put any
necessary agreements in place.

Prepare and provide documentation regarding the request, which may include:
— Description of the use case

— Requested data source and data output (requested fields; line level v. aggregated;
identified v. de-identified; linked/integrated with other sources)

— Data flow, if multiple partners are involved or there will be downstream sharing
— IRB protocol and approval (if applicable)

Use plain language to explain the request.

Limit requests for confidential data to the minimum necessary for the use case.

49



WRAP UP: TIPS AND RESOURCES
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QUESTION

» What strategies have helped you
develop a productive working
relationship with your attorney?

* Please put your answer in the
chat.

PUBLIC HEALTH
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ARE MY CONVERSATIONS WITH MY ATTORNEY
CONFIDENTIAL?

* Generally, conversations
between a client and their
attorney are confidential.

« Talk to your attorney about how
to preserve attorney-client
privilege.

PUBLIC HEALTH
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TRIBAL RESOURCES

Tribal Data Sharing Agreement Checklist for Use by State and Tribal Nations and
Model Tribal Data Sharing Agreement. Prepared by the American Indian Health
Commission for Washington State

Factsheet: Data Governance Strategies for States and Tribal Nations. Prepared by
the Network for Public Health Law)

Enhancing Data Access to Improve American Indian and Alaska Native Health: A
Framework for State and Local Public Health Officials. Prepared by the Council of
State and Territorial Epidemiologists

U.S. Gov’t Accountability Off., GAO 22-101498, Tribal Epidemiology Centers HHS
Actions Needed to Enhance Data Access (2022)

PUBLIC HEALTH
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https://doh.wa.gov/sites/default/files/2024-12/DTLL-Attachment-DSAChecklist.pdf
https://drive.google.com/file/d/1Pgcd5lcMd6Vra6q52VWWoNwqPdNwRlGl/view
https://aihc-wa.com/
https://aihc-wa.com/
https://www.networkforphl.org/wp-content/uploads/2020/09/Data-Governance-Strategies-for-States-and-Tribal-Nations-.pdf
https://www.networkforphl.org/
https://cdn.ymaws.com/www.cste.org/resource/resmgr/briefs/24-PB-TE-01_Final.pdf
https://cdn.ymaws.com/www.cste.org/resource/resmgr/briefs/24-PB-TE-01_Final.pdf
https://www.cste.org/?
https://www.cste.org/?
https://www.gao.gov/products/gao-22-104698
https://www.gao.gov/products/gao-22-104698

ORGANIZATIONS THAT PROVIDE SUPPORT

©

Public Health Law Center
Network for Public Health Law
Changel.ab Solutions

Association of State and
Territorial Health Officials

Council for State and Territorial

Epidemiologists

PUBLIC HEALTH
LAW CENTER
at Mitchell Hamline School of Law
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https://www.publichealthlawcenter.org/
https://www.networkforphl.org/
http://www.changelabsolutions.org/
https://www.astho.org/
https://www.astho.org/
http://www.cste.org/
http://www.cste.org/

GENERAL RESOURCES

 Tips for Working with Your Attorney on Public Health Data Sharing Agreements

« CSTE, Basic Principles of Privacy Risk in Public Health (online course)

 Network for Public Health Law’s Webpage on Data Sharing

« Pathways to Yes, Network for Public Health Law and Data Across Sectors for Health and Webinar about Pathways

to Yes

« Data Sharing 101 | Public Health Law Center

 North Carolina Department of Health and Human Services Data Sharing Guidebook

« Finding a Way Forward: How to Create a Strong Legal Framework for Data Integration

PUBLIC HEALTH
LAW CENTER 6/18/2025 55
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https://www.publichealthlawcenter.org/resources/tips-working-your-agencys-attorney-public-health-data-use-agreements
https://learn.cste.org/courses-page/course/basic-principles-of-privacy-risk-in-public-health
https://www.networkforphl.org/resources/topics/health-information-and-data-sharing/page/3/
https://www.networkforphl.org/resources/pathways-to-yes-a-legal-framework-for-achieving-data-sharing-for-health-well-being-and-equity/
https://www.networkforphl.org/resources/getting-from-the-data-sharing-land-of-no-onto-pathways-to-yes-webinar-for-data-sharing-project-members/
https://www.networkforphl.org/resources/getting-from-the-data-sharing-land-of-no-onto-pathways-to-yes-webinar-for-data-sharing-project-members/
https://www.publichealthlawcenter.org/data-sharing-101
https://www.ncdhhs.gov/ncdhhs-data-sharing-guidebook/open
https://aisp.upenn.edu/resource-article/finding-a-way-forward-how-to-create-a-strong-legal-framework-for-data-integration/#:%7E:text=Finding%20a%20Way%20Forward%3A%20How%20to%20Create%20a,exchanging%2C%20linking%2C%20and%20using%20data%20across%20government%20agencies.

Q AND A
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CONTACT US

& 651.290.7506

B2{ publichealthlawcenter@mitchellhamline.edu

@ www.publichealthlawcenter.org

n facebook.com/publichealthlawcenter
r@ @publichealthlawcenter
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FUNDING STATEMENT

This webinar was supported by the Centers for Disease Control and Prevention of the
U.S. Department of Health and Human Services (HHS) as part of a financial assistance
award totaling $949,000 with 100 percent funded by CDC/HHS. The contents are those
of the authors and do not necessarily represent the official views of, nor an
endorsement, by CDC/HHS, or the U.S. Government.
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